eXdAd

EXA CORPORATION

2003

1.0

4

1






1 1-1
2 SNMP 2-2
2L SNMP e ———————————— 2-3
201 —————————————————— 2-3

2.1.2 SNMP (Simple Network Management Protocal)................... 2-4

2.1.3 MIB (Management Information Base).........ccccormrrnnerrnncenn. 2-5

2.1.4 SMI (Structure of Management Information)............cccco...... 2-6

22 MIB-2 2-7
221 e —————————————— 2-7

222 e, 2-7

223 e ———————— 2-9

224 2-11

225 ——————— 2-12
23RMON e —————————— 2-15
231 e ————————————— 2-15

232 RMON s 2-15

233 RMON-MIB 2-16

2.4 REPEATER-MIB HUB (C1 = N 2-20
241 e ——————————— 2-20

242 REPEATER-MIB s 2-20

243 REPEATER-MIB s 2-20

244 e ———————————————— 2-21

25 BRIDGE-MIB 2-22
251 e ———————————— 2-22

252 e ———— 2-22

253 e —————————— 2-23

254 e ——————— 2-24

255 e ————————————— 2-24

2.6 SNMP e ———————— 2-25
2.6.1 e ———————————————— 2-25

2.6.2 SNMP 2-25

2.6.3 e ————————— 2-25

2.6.4 SNMP .2-25

SNMP Tips




2.0 e ———————————— e 2-29

3 SNMP(Linux ) 2-31
3.1 Linux  SNMP s 2-32
Ll ————————————— 2-32

3.1.2 SNMP D s 2-32

313 ucd-snmp e 2-33

3.1.4 SNMP e 2-34

3.1.5 ucd-snmp4.1.2 Wi 2-36

3.1.6 ucd-snmp OS i ——— 2-38

3.2 SNMP 27 2-40
321 e ——————— 2-40

322 UCH-SNMP 2-40

3.23 snmptranslate — L 2-41

324 snmpget — GET e 2-43

3.2.5 snmpgetnext — GET-NEXT ., 2-44

3.2.6 snmpwalk — GET-NEXT s 2-45

3.2.7 snmptable — GET-NEXT . 2-46

3.2.8 snmpnetstat — netstat SNMP ..o, 2-47

329 snmpstatus— L 2-47
3.210 snmpdf —df  SNMP e 2-48
3.2.11 ucd-snmp ID 2-49
33SNMP e ——————— 2-51
3.3 L —————— 2-51

332 2-51

333 2-52

4 2-57
A1 MIB=2 s 2-58
A1L e ————————— 2-58

A.12 e ————————————————————— 2-58

4.2 SNMP FreeUNIX 2-80
A21 e ————————————— 2-80

B.22 e ———————————————————— 2-80

423 e —————— 2-81

424 ———— 2-84

425 SNMP 2-85

AL POrTCRECK_PLEXT...ooovoviieriieiiiisis s 2-89
A.2 POrtChECK SNEXL........ocvcsrscisss s ssssssssssssssssssessssssans 2-91

ii SNMP Tips



Tips

Tips

SNMP

SNMP

Linux SNMP

SNMP

SNMP Linux

Tips

SNMP Tips

1-1



2 SNMP

SNMP SNMP

2-2 SNMP Tips



2.1 SNMP

211

SNMP  Simple Network Management Protocol

SNMP
SNMP  TCP/IP
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SNMP
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2.1.2 SNMP (Simple Network Management Protocol)

SNMP Ethernet
m SNMP
SNMP  UDP
RFC1157 UDP IPX
RFC1298 (Fig-1-2)  SNMP MIB
TH—i I—1isk
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Get Request
Get Next Request
Set Request

Get Response

Trap

Get Response

Trap
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2.1.3 MIB (Management Information Base)

MIB MIB
Object
= MIB
MIB TCP/IP MIB
MIB-2 RFC1213) RFC MIB-2 HUB  Bridge
FDDI ATM MIB RFC MIB
MIB MIB MIB
[ ID
MIB ID ID
MIB-2  sysDiscr 136142111
ID ID MIB
(Fig-4) ID
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Coystem(1 3 Cinterface(2> ¢ 2ti3) > @ @ @

= MB
SMI ASN.1(*1)
MIB

SNMP

(*1) ASN.1
ISO

Fig-4
MIB
MIB ID
ISO 8824 JIS X 5603
SNMP

2.1.4 SMI (Structure of Management Information)

SMI

MIB
MIB

MIB SMI ASN.1

SNMP MIB

ASN.1

MIB

SMI
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22 MIB-2

221
SNMP
SNMP
MIB-2
MIB-2
222
MIB-2
. sysUpTime
100
2032-1 497
sysUpTime

SNMP

MIB-2

SNMP

ColdStart WarmStart
ColdStart WarmStart
sysUpTime
8
sysUpTime = 2880000

OFF or

10
sysUpTime = 60000

[[ I +ﬂ. q-[[MJ
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ifAdminStatus

up, down, testing up
ifOperStatus
ifOperStatus
up, down, testing up
WAN
TA TA

1 @ 2 WA |-

/

ifindex = 2

ifindex = 1 Vg ;
VLUV o ifAdminStatus = up
ifOperStatus = up

ifAdminStatus = up
ifOperStatus = up *

iflndex = 2
ifAdminStatus = up

iflndex = 1 —
ifAdminStatus = up { \
ifOperStatus = up 1®H— 2 @A ifOperStatus = down
ifOperStatus  down
ifOperStatus down
ifAdminStatus  up ifOperStatus  down
ifOperStatus  up down
(] ifLastChange
ifOperStatus sysUpTime
sysUpTime ifLastChange
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m P ipAddrTable

IP
IP
m P ipFowarding
IP
not-forwarding
2.2.3
Object RFC Object
Object
Object 2/32-1)
| iflnOctets/ifOutOctets
iflndex
ifSpeed
bit/sec
iflnOctets
ifOutOctets
iflnOctets  ifOutOctets
iflnOctets + ifOutOctets x 8 =+ + ifSpeed x 100
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1) iflndex

(2) ifSpeed
3) ifinOctets  ifOutOctets
4
] ifinDicards/ifOutDiscards
ifDiscards
ifOutDiscards ifinDiscards
ifindex
ifinUcastPkts
ifnNUcastPkts (
)
ifinDiscards
ifinErrors
iflnUnknownProtos

ifindex

ifinUcastPkts ifInNUcastPkts ifInDiscards iflnErrors iflnUnknownProtos

ifinDiscards + x 100
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224

IP
m MAC IP ipNetToMediaTable
MAC IP
MAC IP
arp -a
ipNetToMedialflndex
ipNetToMediaPhysAddress
ipNetToMediaNetAddress IP
ipNetToMediaTable  Get
ipNetToMedialflndex ipNetToMediaPhysAddress ipNetToMediaNetAddress
1 0123456789ab 111111111111
2 ba9876543210 111111112111
(] ipRoutingTable
ipRouteDest IP
ipRoutelfindex iflndex
ipRouteMetricl 5
ipRouteNextHop IP
ipRouteType
ipRouteProto
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2.2.5

ipRouteAge

ipRouteMask

ipRouteDest

ipRoutelnfo

ipRouteProto

ipRouteDest
ipRouteNextHop

TCP/IP

[} IP

ipRoutelflndex

ipOutNoRoutes

ipReasmFails

ipFragFails

IP
"Don‘tFragment™

ipRoutingDiscards

m P

ICMP IP

icmp
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icmplnDestUnreachs

ICMPDestinationUnreachable

icmpOutDestUnreachs ICMPDestinationUnreachable
IP
m tcp tcpConnTable)
tcpConnState TCP
deleteTCB(12)
tcpConnLocalAddress | TCP IP
IP listen
0.0.00
tcpConnLocalPort TCP
tcpConnRemAddress TCP IP
tcpConnRemPort TCP
Connection listen
close
TCP ftp telnet
tcpConnState | tcpConnLocalAddress | tcpConnLocalPort | tcpConnRemAddress | tcpConnRemPort
listen 0.0.0.0 23 0.0.00 0
listen 0.0.0.0 80 0.0.00 0

telnet  http(Web
tcpConnLocalPort=23 telnet
tecpConnLocalPort=80 http
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tep RFC1700
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2.3 RMON

2.3.1
RMON RMON
MIB-2
RMON-MIB Ethernet  rfc1271 or rfcl757 TokenRing rfc1513
Ethernet RMON-MIB
232 RMON
RMON-MIB Remort network MONitoring MIB MIB
RMON MAC
RMON-MIB
RMON-MIB
MAC Ethernet
RMON-MIB
RMON-MIB MIB)  Optional
SNMP Tips
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2.3.3 RMON-MIB

RMON-MIB
Object RFC
(] (The Statistics Group)
Object
Ethernet RMON-MIB
Object
64,65 127,128 255,256 511,512 1023,1024 1518
CRCAIign, Undersize, Oversize, Fragment, Jabber
RMON-MIB
] The History Group
Table Table
° historyControlTable
historyControlindex
historyControlDataSource ifEntry ifindex ObjectiD
(Buckets)
historyControlBucketsRequested
50
historyControlBucketsGranted
historyControlinterval 1800 30 3600
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|historyControIOwner ‘ |

|historyControIStatus ‘ |
30 30
° etherHistoryTable
historyControlTable
historyControlTable

CRCAIign, Undersize, Oversize, Fragment, Jabber

Object 1=0.01%
] The Host Group
LAN
Table Table
° hostControlTable
hostControlindex
hostControlDataSource ifEntry ifindex ObjectiD
hostControlTableSize hostTable
‘hostControILastDeIeteTime ‘ hostTable sysUpTime
’hostControIOwner ‘
’hostControIStatus ‘
° hostTable, hostTimeTable
hostTable hostTimeTable MAC
hostTable hostTimeTable

MAC

SNMP Tips
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(] N The Host Top N Group
The Host Group

Table

° hostTopNControlTable

Table

’hostTopNControIIndex |

‘hostTopNHostIndex |

hostTable  hostindex

hostTopNRateBase

’hostTopNTimeRemaining |hostTopNTabIe

’hostTopNDuration |

‘hostTopNRequestedSize |

‘hostTopNGrantedSize |

‘hostTopNStartTime |hostTopNTabIe

sysUpTime

‘hostControIOwner |

‘hostControIStatus |

° hostTopNTable

hostTopNControlTable

] The Matrix Group

Table

° matrixControlTable

Table

matrixControlindex
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matrixControlDataSource ifEntry.ifindex ObjectiD
‘matrixControITabIeSize ‘
matrixControlLastDeleteTime matrixTable sysUpTime
‘matrixControIOwner ‘
‘matrixControIStatus ‘
° matrixSDTable, matrixDSTable
matrixSDTable  matrixDSTable
SourceAddres matrixSDTable DestinationAddress
matrixDSTable
MAC
MAC
(] The Filter Group, The PacketCapture Group
Hex
] The Alarm Group, The Event Group
The Statistics Group
RMON-MIB
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24 REPEATER-MIB HUB

24.1

HUB
MIB MIB
(RFC1398)  MAU-MIB (RFC1515)

HUB

242 REPEATER-MIB

REPEATER-MIB HUB MIB
HUB HUB
HUB
HUB
SNMP HUB P
HUB MAC HUB
HUB telnet  Web
SNMP

243 REPEATER-MIB

REPEATER-MIB

°
REPEATER-MIB
HUB
LED HUB LED HUB

GET

REPEATER-MIB HUB
Ethernet-like Interface Types

HUB

IP MAC
HUB

MAC
MAC
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[ J
Optional

HUB
HUB
HUB
HUB
[
Optional
MAC
HUB MAC

244

RMON-MIB  MIB-2

REPEATER-MIB

SNMP

Index

HUB
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2.5 BRIDGE-MIB

2.5.1
BRIDGE-MIB
MIB
BRIDGE-MIB
BRIDGE-MIB
252
2 MIB-2  Object
u
MIB-2 - ip - ipForwarding forwarding(1)
| IP
P
IP
‘ipAdEntAddr |ipAdEntIfIndex ‘ipAdEntNetMask |ipAdEnthastAddr ‘ipAdEntMaxSize
110101254 | 1 | 2552552550 | 1 | 0
110102254 | 3 | 2552552550 | 1 ] 0
110103254 | 6 | 2552552550 | 1 ] 0
1,36 IP
2 ifOperStatus up
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ipRoutingTable

2.5.3

BRIDGE-MIB(RFC1493) dotldStp Group

dotldStpProtocolSpecification

ieee8021d(3)
unknown(1)

dotldStpTimeSinceTopologyChange sysUpTime

dotldStpTopChanges

dotldStpRootCost

dotldStpRootPort

dotldStaticTable
MAC

SNMP Tips
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254

MIB-2 - interfaces - ifOperStatus
MIB

BRIDGE-MIB - dotldStpPortEntry - dotldStpPortEnable

enabled(1) MIB-2
ifAdminStatus Object

BRIDGE-MIB - dotldStpPortEntry - dotldStpPortState

disabled(1)

blocking(2)

forwarding(5)
255
V-LAN MIB-2  BRIDGE-MIB
MIB-2 V-LAN
u IP
MIB-2 ipAddressTable
V-LAN IP
IP ipAddressTable

u IP MAC
MIB-2 ipNetToMediaTable
IP ipNetToMediaTable
ipNetToMediaTable IP MAC iflndex

Table IP
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2.6 SNMP

2.6.1

SNMP

2.6.2 SNMP

PC  UNIX

SNMP
MIB

2.6.3

SNMP TRAP

TRAP

SNMP-TRAP

2.64 SNMP

SNMP

= SNMP
SNMP
SNMP

oS SNMP

SNMP-TRAP

(0N} SNMP
AdminCenter SNMP package

UNIX

SNMP

oS

MIB-2

SNMP Tips
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SNMP

SNMP

SNMP

SNMP

SNMP

HUB

Up/Down MIB-2

SNMP

HUB
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SNMP

SNMP
PING
20

SNMP

WAN

FremeRelay

Ethernet

Jam
HUB

PING
SNMP
0S

MIB

WAN

LAN

RMON

HUB

MIB

rptrPortMonitor

Solaris
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2.7

TCP/IP
M.T.

ISBN4-8101-8521-4
The Simple Book
OpenDesign No.10
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3 SNMP(Linux )

SNMP Tips
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31 Linux SNMP I

311
SNMP ? Simple Network Management Protocol
? SNMP
SNMP
SNMP
SNMP
Linux SNMP Il
1 Linux(RedHat 7J) ucd-snmp(SNMP )
5 SNMP ?7?
ucd-snmp
. SNMP
Linux SNMP
SNMP (1, @)
SNMP SNMP Tips
3.1.2 SNMP ?
Linux SNMP Linux SNMP

m Linux OS: RedHat 7.0

® RedHat "REDHAT Linux 7J DELUXE"
(Official Red Hat Linux 7J Update CD ) 12,800
1
° Linux 2000.12 (FTP )[  BP ]

® Linux Japan 2000 12 (FTP I
]

® TUNIXUSER 2000 12 [
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3.13

( ) RedHat 7.090 Fisher [Public Beta

)
® SNMP Agent: ucd-snmp (net-snmp)

RedHat 7.0 J GnomeRPM  System Environment / Daemons
ucd-snmp4.1.2-8
NET-SNMP HomePage
[ Distribution ] ucd-snmp-4.1.2.tar.gz (

/ )

ucd-snmp (net-snmp) 4.2.1
4.1.2
(4.1.2 )

4.1.2
GNU gcc
(ucd-snmp 0S )

ucd-snmp I

ucd-snmp SNMP
Linux "host" "foo'

] I

root

[foo@host fool$ su

Passward: Fhkkdkhrk

[root@host fool$ /etc/init.d/snmpd start

Starting snmpd: [ OK 1]
[root@host fool$

SNMP SNMP
root

[foo@host fool$ su

Passward: *hdkhkvhd

[root@host fool$ /etc/init.d/snmpd stop

Shutting down snmpd: [ OK |
[root@host fool$

SNMP
] 27?

[foo@host fool$ ps -ef | grep snmpd

root 1336 10 15:46 pts/0 00:00:01 /usr/sbin/snmpd
foo 2530 25110 15:47 pts/4 00:00:00 grep snmpd
[foo@host fool$

SNMP Tips
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"fusr/sbin/snmpd" SNMP

[ 7?7
RedHat 7J ucd-snmp
/usr/sbin SNMP (snmpd )
/usr/bin SNMP (SNMP
)
letc/snmp (snmpd.conf)
/usr/share/snmp/mibs MIB (SNMP
)
/usr/share/man ucd-snmp
[
/ SNMP
/etc/snmp

(snmpd.local.conf)

snmpd.local.conf  /etc/snmp

[root@host snmpl$ mv snmpd.conf snmpd.conf.org
[root@host snmpl$ mv snmpd.local.conf snmpd.conf

SNMP

man snmpd.conf

3.1.4 SNMP I

ucd-snmp SNMP
SNMP

SNMP (snmpd)

[root@host sbin]$ snmpwalk host public system
system.sysDescr.0 = Linux host 2.2.16-22 #1 .......

system.sysContact.0 = foo@host
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[root@host sbin]$

snmpwalk /usr/bin
host SNMP public
public system 1D
system (system )
"system.sysContact.0" "system.sysLocation.0"
(n " )
/etc/snmp/snmpd.conf 22,23 "syslocation" "syscontact"
"xxxxxxxx", "foo@host"
SNMP
[root@host sbinl$ /etc/init.d/snmpd restart
Shutting down snmpd: [ OK ]
Starting snmpd: [ OK ]
[root@host sbinl$
snmpwalk sysContact / sysLocation
snmpwalk
snmpget

[foo@host fool$ snmpget host public system.sysLocation.0
system.sysLocation.0 = XxXXXXxXxx

[foo@host fool$ snmpget host public system.sysContact.0
system.sysContact.0 = foo@host

[foo@host fool$
"'Oll
( ) snmpget
D (
D 1
SNMP 1 "0" HO"
( ) )
system TCP
( )

[foo@host fool$ snmpwalk host public interfaces

1P TCP

[foo@host fool$ snmpwalk host public ip

[foo@host fool $

SNMP Tips
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(interfaces, ip, tcp )

SNMP UDP

SNMP Manager l
request ‘ response

~ SNMP Agent
L 4

MIB o

ucd-snmp

3.1.5 ucd-snmp4.1.2 I

ucd-snmp

root
root
host

/home/work

root

foo
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[foo@host work]$ 1s

ucd-snmp-4.1.2.tar.gz

[foo@host work|$ gtar zxf ucd-snmp-4.1.2.tar.gz
[foo@host work]$ 1s

ucd-snmp-4.1.2 ucd-snmp-4.1.2.tar.gz
[foo@host work]$

(Makefile )
Makefile

[foo@host work]$ cd ucd-snmp-4.1.2
[foo@host ucd-snmp-4.1.2]$ 1s
AGENT.txt PORTING agent ...

-Press return to continue - ( )
System Contact Information (foo@): foo@host
( [*1D)
System Location (Unknown): Kawasaki-si Saiwai-ku Horikawa-cho 580
( / [*2])

Location to write logfile (/var/log/snmpd.log): (

Location to write persistent information (/var/ucd-snmp): (

)

creating config.h
[foo@host ucd-snmp-4.1.2]$

[*1] [*2] SNMP

/usr/local
configure

[foo@host ucd-snmp-4.1.2]$ ./configure --prefix=/usr/snmp

/usr/snmp

SNMP Tips
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[foo@host ucd-snmp-4.1.2]$ make

[foo@host ucd-snmp-4.1.2]$

ucd-snmp root

[foo@host ucd-snmp-4.1.2]$ su
Password: **¥**** (root
[foo@host ucd-snmp-4.1.2]$ make install

[foo@host ucd-snmp-4.1.2]$

/usr/local/include/ucd-snmp
fusr/local/sbin

lusr/local/lib

/usr/local/bin
/usr/local/man
/usr/local/share/snmp

/ete/init.d/snmpd

/usr/local/sbin/snmpd

kill [snmpd ID]
/etc/init.d/
( )
ucd-snmp
3.1.6 ucd-snmp OS
ucd-snmp (NET-SNMP) 0s FAQ

HP-UX (9.01 to 10.20)

Ultrix (4.2 to 4.5)

Solaris (2.3 to 2.8) and SunOS (4.1.2 to 4.1.4)
OSF (4.0, 3.2)

NetBSD (1.5alpha to 1.0)

FreeBSD (4.1 to 2.2)

BSDi (4.0.1 to 2.1)

Linux (kernels 2.2 to 1.3)

AIX (4.1.5, 3.2.5)
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OpenBSD (2.8, 2.6)
Irix (6.5 to 5.1)

Windows ( ucd-snmp  FAQ
)

SNMP Tips

2-39



3.2 SNMP

321

3.2.2 ucd-snmp

ucd-snmp

?7?
SNMP
(net-snmp)
(ucd-snmp net-snmp
ucd-snmp
snmptranslate MIB
snmpget GET
snmpset SET
snmpgetnext GET-NEXT
snmptrap TRAP
snmpwalk GET-NEXT
snmptable GET-NEXT
snmpdelta GET (
snmpnetstat netstat SNMP
snmpstatus
snmpdf df SNMP *1
snmptest SNMP
snmpbulkget GET-BULK v2c
snmpbulkwalk GET-BULK v2c

2-40
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SNMPv3
snmpusm v3

*1: snmpdf Linux ucd-snmp
ucd-snmp

® SNMP

® SNMP

® SNMP UNIX

v2c v3 SNMP

SNMP ( SNMP )
SNMPv2c (EXPERIMENTAL) SNMPv3 (DRAFT
STANDARD) ( RFC(Request for Comments : IETF )
)

3.2.3 snmptranslate —

D
1D
[root@host root] # snmptranslate system
.1.3.6.1.2.1.1
[root@host root] # snmptranslate system.sysDescr
.1.3.6.1.2.1.1.1
system  sysDescr 1D
ID
.1.3.6.1.2.1.1 system
[root@host root] # snmptranslate -On .1.3.6.1.2.1.1
system
[root@host root] # snmptranslate -On .1.3.6.1.2.1.1.1
system.sysDescr
ID
(ucd-snmp 1D )
system  system.sysDescr 1D
1 1 sysDescr
system 1

.1.3.6.1.2.1

SNMP Tips
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[root@host root] # snmptranslate -Ofn .1.3.6.1.2.1.1
.1so.org.dod.internet.mgmt.mib-2.system

.a1so.org.dod.internet.mgmt.mib-2 SNMP MIB-II
1D 1D
.1so.org.dod.internet.mgmt.mib-2 ID
ID TIPS SNMP
1D

[root@host root] $ snmptranslate -Tp system
+--system(1)
|
+-- -R-- String sysDescr(1)
| Textual Convention: DisplayString
| Size: 0..255
+-- -R-- ObjID  sysObjectID(2)

+-- -R-- TimeTicks sysORUpTime(4)
Textual Convention: TimeStamp

[root@host root] # snmptranslate -Td system.sysDescr

.1.3.6.1.2.1.1.1

sysDescr OBJECT-TYPE

-- FROM SNMPv2-MIB, RFC1213-MIB

-- TEXTUAL CONVENTION DisplayString

SYNTAX OCTET STRING (0..255)

DISPLAY-HINT"255a"

MAX-ACCESS read-only

STATUS current

DESCRIPTION "A textual description of the entity. This value should
include the full name and version identification of the
system's hardware type, software operating-system, and
networking software."

= {1s0(1) org(3) dod(6) internet(1) mgmt(2) mib-2(1) system(1) 1 }

system.sysDescr String
SYNTAX SIZE
MAX-ACCESS -R--
DESCRIPTION
ID OBJECT-TYPE MIB
MIB ucd-snmp (RedHat7.0J)
/usr/share/snmp/mibs
system.sysDescr RFC1213-MIB.txt

RFC1213-MIB.txt MIB-II

2-42
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MIB
MIB IETF RFC

snmptranslate 1D

[root@host root] # snmptranslate -Ofn -Ib 'sys.*'
aso.org.dod.internet.mgmt.mib-2.system
[root@host root] # snmptranslate -Ofn -TB 'sys.*'
.aso.org.dod.internet.mgmt.mib-2.system
aso.org.dod.internet.mgmt.mib-2.system.sysDescr

.1so.org.dod.internet.snmpV2.snmpModules.snmpMIB.snmpMIBConformance. ¥

snmpMIBGroups.systemGroup

-Ib -TB

ID

-On 1D
-Ofn 1D

“Tp

-Td MIB
-Ofn -Ib

-Ofn -TB

3.24 snmpget - GET

snmpget SNMP GET
1D

[root@host root] # snmpget host public system.sysDescr.0
system.sysDescr.0 = Linux host 2.2.16-22 #1 Tue Aug 22 16:16:55 EDT 2000 1586

snmpget < >< >< ID>
< > SNMP
< > public SNMP )
< ID>

SNMP Tips
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host system.sysDescr
1D .0

[root@host root] # snmpget host public interfaces.ifTable.ifEntry.ifDescr.1

interfaces.ifTable.ifEntry.ifDescr.1 = 100
[root@host root] # snmpget host public interfaces.ifTable.ifEntry.ifDescr.2

interfaces.ifTable.ifEntry.ifDescr.2 = ethO

interfaces.ifTable.ifEntry.ifDescr
Ethernet lo0 ethO
1D xxxTable
1D .0

1 NIC

[root@host root] # snmpwalk host public interfaces.ifTable.ifEntry
interfaces.ifTable.ifEntry.ifIndex.1 = 1
interfaces.ifTable.ifEntry.ifIndex.2 = 2
interfaces.ifTable.ifEntry.ifDescr.1 = 100
interfaces.ifTable.ifEntry.ifDescr.2 = ethO
interfaces.ifTable.ifEntry.ifType.1 = softwareLoopback(24)
interfaces.ifTable.ifEntry.ifType.2 = ethernetCsmacd(6)

1D "1t
MIB( )
3.25 snmpgetnext — GET-NEXT
snmpgetnext SNMP GET-NEXT

OID OID

[root@host root] # snmpgetnext host public system.sysDescr.0
system.sysObjectID.0 = OID: enterprises.ucdavis.ucdSnmpAgent.linux

snmpgetnext < >< >< ID>
< > SNMP
< > public SNMP

SNMP
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< ID>

snmpget < ID>
system.sysDescr ( )

[root@host root] # snmpgetnext host public system.sysDescr
system.sysDescr.0 = Linux host 2.2.16-22 #1 Tue Aug 22 16:16:55 EDT 2000 1586

system.sysDescr( )
system.sysDescr.0 system.sysDescr
system.sysDescr.0 system.sysDescr.0
system.sysObjectID.0
system snmptranslate -Tp system
3.2.6 snmpwalk — GET-NEXT
snmpwalk snmpgetnext (GET-NEXT )
1D system

[root@host root] # snmpwalk host public system
system.sysDescr.0 = Linux host 2.2.16-22 #1 Tue Aug 22 16:16:55 EDT 2000 1586
system.sysObjectID.0 = OID: enterprises.ucdavis.ucdSnmpAgent.linux

system.sysORTable.sysOREntry.sysORUpTime.9 = Timeticks: (4) 0:00:00.04

snmpwalk < >< > < ID>
< > SNMP
< > public SNMP )
< ID>
snmpgetnext
SNMP
( D

[root@host root] # snmpwalk host public .
system.sysDescr.0 = Linux host 2.2.16-22 #1 Tue Aug 22 16:16:55 EDT 2000 1586
system.sysObjectID.0 = OID: enterprises.ucdavis.ucdSnmpAgent.linux

.iso.org.dod.internet.snmpV2.snmpModules.snmpVacmMIB.
End of MIB

ID II.H
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snmptranslate 1D ".1.3.6.1.

nn

3.2.7 snmptable — GET-NEXT

snmptable
" ‘O"

[root@host root] # snmptable host public udp.udpTable
udpLocalAddress udpLocalPort

0.0.0.0 111
0.0.0.0 161
0.0.0.0 162
snmptable < >< >< ID>
< > SNMP
< > public SNMP
< ID> ID
udp.udpTable UDP 1P
snmpget interfaces.ifTable

[root@host root] # snmptable host public interfaces.ifTable
ifIndex ifDescr ifType ifMtu ifSpeed ifPhysAddress ifAdminStatus
ifOperStatus ifLastChange ifInOctets ifInUcastPkts
ifInNUcastPkts ifInDiscards ifInErrors ifInUnknownProtos
ifOutOctets ifOutUcastPkts ifOutNUcastPkts ifOutDisc

ards ifOutErrors ifOutQLen ifSpecific

1 100 softwareLoopback 3924 10000000 up up ? 129413639
1475222

2707129413639 1475222 ?

00 0 .ccitt.nullOID

2 eth0 ethernetCsmacd 1500 10000000 0:c0:4f:cb:dc:56 up up ?
1859633310 14274553

? 7687 ? 612432157 5976455 ?

00 0 .ccitt.nullOID

[root@host root] # snmptable -Cw 80 host public interfaces.ifTable
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ifIndex ifDescr ifType ifMtu ifSpeed ifPhysAddress ifAdminStatus
1 100 softwareLoopback 3924 10000000 up
2 ethO ethernetCsmacd 1500 10000000 0:c0:4f:cb:dc:56 up

SNMP table interfaces.ifTable, part 4
ifOutDiscards ifOutErrors ifOutQLen ifSpecific

0 0 0 .ccitt.nullOID
0 0 0 .ccitt.nullOID

3.2.8 snmpnetstat — netstat SNMP

snmpnetstat UNIX netstat SNMP (ucd-snmp

|

[root@host root] # snmpnetstat -i host public 1

input (100) output input (Total) output

packets errs packets errs colls packets errs packets errs colls
1570281 0 1570287 0 0 16689806 715 7938163 0 0
24024003102600

[root@host root] # snmpnetstat -  host public
Routing tables

Destination Gateway Flags Interface

default router105 UG ethO

[root@host root] # snmpnetstat host public

Active Internet (tcp) Connections

Proto Local Address Foreign Address (state)

tep localhost.localdomain.1053 localhost.localdomain.canna ESTABLISHED
tep localhost.localdomain.1305 localhost.localdomain.5000 CLOSEWAIT

tep localhost.localdomain.canna localhost.localdomain.1053 ESTABLISHED

3.29 snmpstatus —

snmpstatus
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[xxx.xxx.xxx.Xxxx]=>[Linux host 2.2.16-22 #1 Tue Aug 22 16:16:55
EDT 2000 1586] Up: 14 days, 1:18:19.82
Interfaces: 0, Recv/Trans packets: 1571613/1571613 | IP:

8082445/7315768
0S
() IP ( )
Linux snmpstatus
snmpstatus SNMP

if(In | Out)NUcastPkts

3.2.10 snmpdf—-df SNMP

Linux ucd-snmp

snmpdf < >

[root@host root] # snmptable -Cw 80 host public hrStorageTable
hrStoragelndex hrStorageType

1 host.hrStorage.hrStorageTypes.hrStorageFixedDisk

SNMP table host.hrStorage.hrStorageTable, part 2

hrStorageDescr hrStorageAllocationUnits hrStorageSize hrStorageUsed
/ 4096 Bytes 442492 316662

SNMP table host.hrStorage.hrStorageTable, part 3

hrStorageAllocationFailures
0

df

[root@host root] # snmptable -Ib host public hrStorageTable | ¥
awk 'BEGIN {printf("%25s %20s %12s %12s¥n", "Index", "Disk", "Size", "Used");} ¥
$1 ~/[0-9]+/ {printf("%25s %20s %12s %12s¥n", $1, $3, $6, $7);}'

Index Disk Size Used
1 / 442492 372511
2 /proc/bus/usb 442492 442492
3 /dev/pts 0 0
hrStorageTable
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[root@host root] # snmptable -Ib -Td hrStorageTable
.1.3.6.1.2.1.25.2.3

hrStorageTable OBJECT-TYPE

-- FROM HOST-RESOURCES-MIB

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "The (conceptual) table of logical storage areas on
the host.

r
snmpwalk snmptable
r
snmpget snmpgetnext
GET.
Operati tion
SNMP Agent
MIB
Objectinstance
ucd-snmp
man page
3.2.11 ucd-snmp ID
ucd-snmp ID

nn

) .iso.org.dod.internet.mgmt.mib-2.system (.1.3.6.1.2.1.1)
( n'n
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) system (1)
Aso.org.dod.internet.mgmt.mib-2.

ID "1.3" "1.3"

snmptranslate -On .1.3
.1so.org
snmptranslate -Ofn .1.3
.1so.org
snmptranslate -On 1.3
system.sysUpTime
snmptranslate -Ofn 1.3
.1so.org.dod.internet.mgmt.mib-2.system.sysUpTime
hrStorageTable 1D

.iso.org.dod.internet.mgmt.mib-2.host.hrStorage.hrStorageTable
host.hr.Storage.hrStorageTable

SNMP MIB iso.org.dod.internet.mgmt.mib-2
1D
MIB SNMP
SNMP MIB
MIB OID
.1so.org.dod.internet.private.enterprises
ucd-snmp MIB ucdavis(2021)
.iso.org.dod.internet.private.enterprises.ucdavis(2021)
CISCO MIB cisco(9)
MIB nk-exa (1030)
TANA MIB 1D

[Application Forms] [ Private Enterprise Number (SNMP) |

ID

MIB
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3.3 SNMP

331
? ucd-snmp
snmp
(ucd-snmp net-snmp )
SNMP Linux
box
Linux box PDA
) Linux
(1Pv6 IPv4
)
Linux (NAT box)
Linux box ( oS
)
3.3.2
SNMP agent MIB(mib-2
system,interfaces,ip,tcp,udp )
MIB
well-known port
snmpnetstat snmpnetstat

2
mib-2.tcp.tcpConnTable
mib-2.udp.udpTable

[root@host root]# snmpnetstat -v1 -a amnesia public

Active Internet (tcp) Connections (including servers) Proto ¥
Local Address Foreign Address (state)

tep *.ftp *.* LISTEN

tep *.ssh *.* LISTEN

tep *.telnet *.* LISTEN

tep *.finger *.* LISTEN

tep *.www *.* LISTEN

tep *.sunrpe *.* LISTEN

tep *.auth *.* LISTEN

tep *.login *.* LISTEN
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tep *.shell *.* LISTEN

tcp amnesia.ssh lily. 1024 ESTABLISHED

tcp amnesia.ssh lily. 1096 ESTABLISHED ......

Active Internet (udp) Connections Proto Local Address

udp *.sunrpc udp *.snmp .....

[root@host root]#
snmpnetstat tep status LISTEN
ftp(21),ssh(22),telnet(23),finger(79), www(80),portmapper(111),ident(113),UCB Remd(513,514)
udp
snmp(161),portmapper(111)
(snmp snmp
)
Listen port
port
mib-2
login netstat
3.3.3
Linux free Linux
snmp  mib-2.interfaces
mib-2.interfaces (ifNumber)
(ifTable) 2
mib-2 +-interfaces
| +-ifNumber
| +-1ifTable
| +ifEntry
| +ifIndex
| +ifType
| +ifOperStatus
| +1fInOctets
| +1fOutOctets ...
interface snmptable
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[root@host rootl# snmptable -v1 amnesia public ifTable
SNMP table: interfaces.ifTable ifIndex ifDescr ifType ifSpeed ¥

ifAdminStatus ifOperStatus ifInOctets ifOutOctets
1 100 softwareLoopback 10000000 up up 1432352 1432352
2 ethO ethernetCsmacd 10000000 up up 760461785 111559824
3 eth1 ethernetCsmacd 10000000 up up 948573284 947583020 4 si1t0 other 0 down down 0 0
[root@host root]#

2 Ethernet

(ethO0,eth1) network
interface ( IP forwarding
mib-2.ip.ipForwarding node )
ifAdminStatus  ifOperStatus ifAdminStatus interface
ifOperStatus interface up(1),down(2)
(ifAdminStatus ifOperStatus
interface  up(ifAdminStatus up ) (ifOperStatus) down
) 2 interface up
interface
router
snmptable
MRTG

MRTG(MULTI ROUTER TRAFFIC GRAPHER) node snmp polling

html
m MRTG

MRTG RPM 1 Linux  SNMP
T snmp MRTG  rpm
mrtg-2.9.6-2.1386.rpm
source MRTG  WebSite
[ ] MRTG I
MRTG
Linux box amnesia, Linux box host
ucd-snmp
(mrtg.conf) MRTG
cfgmaker
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[root@host rootl# cfgmaker public@amnesia > mrtg.conf
--base: Get Device Info on public@amnesia
--base: Vendor Id:
--base: Populating confcache
--base: Get Interface Info
--base: Walking ifIndex
--base: Walking ifType
--base: Walking ifSpeed
--base: Walking ifAdminStatus
--base: Walking ifOperStatus
[root@host rootl#

community @
mrtg.conf
snmp interface
interface  polling
polling
html (WorkDir)
html Web (Apache )

DocumentRoot

mrtg
SNMP
ifInOctets,1ifOutOctets,sysUpTime,sysName

|

[root@host root]# mrtg mrtg.conf Rateup
WARNING: /usr/bin/rateup could not read the primary log file for amnesia_2 Rateup

WARNING: /usr/bin/rateup The backup log file for amnesia_2 was invalid as well Rateup

WARNING: /usr/bin/rateup Can't remove amnesia_2.0ld updating log file Rateup

WARNING: /usr/bin/rateup Can't rename amnesia_2.log to amnesia_2.old updating log

[root@host rootl#
mrtg html
mrtg
mrtg
mrtg cron
crontab 5
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0,5,10,15,20,25,30,35,40,45,50,55 * * * * [usr/bin/mrtg /etc/mrtg/mrtg.conf

cron man cron
. =2MMP Spent
Linux REouter
LIF Oper aﬁcﬁ\‘
cror 15 F #HEY 1 C kick
cfgmaker mirg
:‘r}'j'l.a—lﬂ':le }rﬁ» & 7 s
mrtg.conf
- —-— ERMBTICE& 3 TIEE
ERFZATL
m MRTG
mrtg
( )
Options  growright (
)
snmptable ifTable
ifOperStatus  up
(
(
?)
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man page

3 SNMP(Linux )

SNMP DualManager
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41 MIB-2

411
MIB-2
MIB-2
SNMP SNMP
412
MIB-2(RFC1213) TCP/IP
m the System
System SNMP
sysDescr
0S
ASCII
sysObjectID
SMI
enterprise (1.3.6.1.4.1)
"FlintstonesIne." 1.3.6.1.4.1.4242
"FredRouter"
sysObjectID  1.3.6.1.4.1.4242.1.1
sysUpTime
100 1

sysContact

sysName

sysLocation

"telephone closet, 3rd Floor"
sysServices
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L(1 7 ) 2 (L1

(
) 4 ( 27(3-1))
72 (27 (4-1)+27(7-1))
layerfunctionality
1 ( : )
2 ( : )
3 ( IP )
4 end-to-end( :IP )7 (
OSI 5 6
m the Interface
Interfaces
ifNumber
ifTable
ifTable
ifNumber
ifEntry
ifIndex
1 ifNumber
ifDescr
ifType
other(1)
regular1822(2)
hdh1822(3)
ddn-x25(4)
rfe877-x25(5)
ethernet-csmacd(6)
i5088023-cmacd(7)
15088024-tokenBus(8)
12088025-takenRino(9)
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is088026-man(10)
starLan(11)
proteon-10Mbit(12)
proteon-80Mbit(13)
hyperchannel(14)
fddi(15),lapb(16)
sdle(17)

ds1(18)

e1(19)
basicISDN(20)
primaryISDN(21)
propPointToPointSerial(22)
ppp(23)
softwareLoopback(24)
eon(25)
ethernet-3Mbit(26)
nsip(27)

slip(28)

ultra(29)

ds3(30)

sip(31)
frame-relay(32)

ifMtu

send/receive

ifSpeed

ifPhysAddress

0 octet

ifAdminStatus

testing
down(2)
testing(3)

up(l)

ifOperStatus

testing
up(1)
down(2)
testing(3)

ifLastChange

sysUpTime

ifInOctets

ifInUcastPkts
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ifiInNUcastPkts (

ifInDiscards

ifInErrors

ifInUnknownPr

otos

Ethernet Ethernetpacket
1P

1fOutOctets

1fOutUcastPkts

ifOutNUcastPk (
ts )

1fOutDiscards

ifOutErrors

ifOutQlen

ifSpecific MIB

OBJECTIDENTIFIER{00}
ASN.1 BER

m the Address Translation (at)
Address Translation
MIB-2
MIB-1

MIB-2 MIB-2 MIB
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MIB-2

ipNetToMediaTable
atTable NetworkAddress  PhysicalAddress
( DDN X.25
)
atEntry 1 NetworkAddress
PhysicalAddress
atIfIndex
atlfIndex ifIndex
atPhysAddress PhysicalAddress
( atTable
atPhysAddress
atNetAddress PhysicalAddress NetworkAddress(
IPAddress )
NetworkAddress
1 Internet
m the IP
1P
ipForwarding
1P
1P 1P
(
"badValue"

farwardino(1)
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not-forwarding(2)

ipDefaultTTL TTL
1P
Time-To-Live
1P TTL 1
0

ipInReceives
ipInHdrErrors

TTL 1P 1P
ipInAddrErrors | IP 1P Entity

( 0.0.0.0)
P ( E)
1P
ipForwDatagra 1P
ms
1P
1P

ipInUnknownP
rotos
ipInDiscards 1P

( )
ipInDelivers IP (ICMP )
ipOutRequests P (ICMP )

1P 1P
ipForwDatagrams
ipOutDiscards (
) P
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ipForwDatagrams
ipOutNoRoutes 1P
ipForwDatagrams
"no-route"
ipReasmTimeo
ut 2
A B G B
m,n(m>n)
B 1(m>I>n)
n
B
B
ipReasmTimeout
ipReasmReqds 1P
1P
ipReasmOKs 1P
ipReasmFails 1P (
)
1P
( RFC815 )
ipFragOKs 1P
ipFragFails
1P
1P "Don'tFragment"
ipFragCreates 1P
the IP address Table
ipAddrTable 1P
ipAddrEntry IPAddress
ipAdEntAddr 1P
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1P
ipAdEntIfIndex
index ifIndex
ipAdEntNetMask 1P
1
0 1P 32 1P
2 ID 1
ID 1 ID
255.255.255.0
ipAdEntBcastAddr 1P
1P
LSB Internet
Internet
ipAdEntReasmMaxSize 1P
1P
the IP route table
ipRouteTable 1P
ipRouteEntry
ipRouteDest IP
0.0.0.0
ipRoutelfIndex
ipRoutelfIndex
ifIndex
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ipRouteMetricl

ipRouteMetricl
ipRouteProto

nodeX nodeY 2
X->A->B->E->Y
X->A->B->C->D->E->Y
Metric 1 1 A

Dest IfIndex | Metricl | Metric2 | Metric3 | Metric4| NextHop

198.25| 1 3 5 -1 -1 198.20
ipRouteMetric2 ipRouteMetricl
ipRouteProto
-1
ipRouteMetric3 ipRouteMetric2
ipRouteProto
-1
ipRouteMetric4 ipRouteMetric3
ipRouteProto
-1
ipRouteNextHop 1P
1P
ipRouteType

direct(3) indirect(4d)  IP
invalid(2) ipRouteTable

other(1)
invalid(9)
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direct(3)

indirect(4)
other 3
invalid
direct entity NextHop
(ipRouteMetric ) indirecthost/network/sub-network
ipRouteProto

other(1)
local(2)
netmgmt(3)

InternetControlMessageProtocol  RedirectMessage
iemp(4) RedirectMessage

1P
Exterior Gateway Protocol AutonomousSystem 1
Internetwork
egp(5)
ggp(6) Gateway-gatewayProtocol,egp
hello(7) HELLO
. RoutingInformationProtocol, IGP(InteriorgatewayProtocol)
rip(8)
1 bsd gated
is-is(9) 150
es-is(10) 150
ciscolgrp(11) | CISCO
bbnSpflgp(12) Internet BBN 1GP
ospf(13)
bgp(14)
ipRouteAge

"tooold"

SNMP Tips

2-67




ipRouteMask ipRouteDest
ipRouteDest B C
ipRouteMask
ipRouteMetrich ipRouteMetric4
ipRouteProto
ipRoutelnfo ipRouteProto
MIB
OBJECTIDENTIFIER{00}
ASN.1 BER
the IP Address Translation table
ipNetToMediaTable 1P
IPAddressTranslationtable
ipNetToMediaEntry IP
ipNetToMedialfIndex
ifIndex
ipNetToMediaPhysAddress
ipNetToMediaNetAddress 1P
ipNetToMediaType invalid(2)
ipNetToMediaTable
ipNetToMediaType
other(1),--
invaild(2),--
dynamic(3)
static(4)
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additional IP objects

ipRoutingDiscards
m the ICMP
ICMP
icmpInMsgs ICMP
icmpInErrors
icmpInErrors ICMP (ICMP
) ICMP
icmpInDestUnreachs ICMPDestinationUnreachable
icmpInTimeExcds ICMPTimeExceeded
1P time-to-live
1P
icmpInParmProbs ICMPParameterProblem
1P
1P
icmpInSrcQuenchs ICMPSourceQuench
1P
1P
icmpInRedirects ICMPRedirect
Gl IP
G2 G2
G2 IP
icmpInEchos ICMPEcho(request)
1P
EchoReply
icmpInEchoReps ICMPEchoReply
icmpInTimestamps ICMPTimeStamo
SNMP Tips

2-69



TimeStampReply
icmpInTimestampReps ICMPTimeStampReply
icmpInAddrMasks ICMPAddressMaskRequest
2 ID 1
1D 1D
255.255.255.0
icmpInAddrMaskReps ICMPAddressMaskReply
icmpOutMsgs ICMP
icmpOutErrors
icmpOutErrors ICMP
ICMP
1P
ICMP
icmpOutDestUnreachs ICMPDestinationUnreachable
icmpOutTimeExcds ICMPTimeExceeded
1P time-to-live 0
1P
icmpOutParmProbs ICMPParameterProblem
1P
1P
icmpOutSrcQuenchs ICMPSourceQuench
1P
1P
ICMPSourceQuench
icmpOutRedirects ICMPRedirect
redirects
0 Gl IP
G2
G2
G2 IP
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icmpOutEchos ICMPEcho(request)
1P
EchoReply
icmpOutEchoReps ICMPEchoReply
icmpOutTimestamps ICMPTimeStamp
TimeStampReply
icmpOutTimestampReps ICMPTimeStampReply
icmpOutAddrMasks ICMPAddressMaskRequest
2 ID 1
D 1D
255.255.255.0
icmpOutAddrMaskReps
m the TCP
TCP TCP TCP
tecpRtoAlgorithm

other

constant RetransmissionTimeOut

rsre MIL-STD-1778

Vandacobson
van; RFC793
! rsre)  SRTTnew=(ALPHA*SRTT)+((1-ALPHA)*RTT)
RTO=min[UBOUND, max[LBOUND,(BETA*SRTTnew)]]

[LBOUND | LUBOUND |

I | 1

l RTT | SRTT |

| I |

| SET Trew | =_TO |

I I |

SRTT SmoothedRoundTripTime

RTT RoundTripTime
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RTO RetransmissionTimeOut
RTO « )
UBOUND UBOUND=1min
RTO
LBOUND LBOUND=1sec
ALPHA SRTT factor(0-1)
RTT factor(1.3-2.0)
SRTT RTT
BETA SRTT
RTO
tcpRtoMin TCP
rsre
RFC793 LBOUND
tcpRtoMax TCP
rsre
RFC793 UBOUND
tcpMaxConn TCP
-1
tepActiveOpens TCP CLOSE SYN-SENT
tepPassiveOpens TCP LISTEN SYN-RCVD
tepAttemptFails TCP SYN-SENT SYN-RCVD
CLOSED SYN-RCVD
LISTEN TCP
RST(Reset)
"ConnectionRefused"
tcpEstabResets TCP ESTABLISHED CLOSE-WAIT
CLOSED
RST
tecpCurrEstab ESTABLISHED
CLOSE-WAIT TCP
tepInSegs
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tepOutSegs

tcpRetransSegs

the TCP Connection table

tcpConnTable

TCP

tcpConnEntry

TCP
CLOSE

tecpConnState

TCP

TCP

deleteTCB(12)

"badValue"

deleteTCB(12)

TCB(RFC793

RST

closed(1)

listen(2)

synSent(3)

synReceived(4)

established(5)

finWait1(6)

finWait2(7)

closeWait(8)

lastAck(9)

closing(10)

timeWait(11)

deleteTCB(12)
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deleteTCB(12)

TCP

tcpConnlLocalAddress | TCP 1P
1P
listen

0.0.0.0
tepConnLocalPort TCP
tcpConnRemAddress | TCP 1P
tcpConnRemPort TCP
additional TCP objects
tepInErrs (TCP )
tcpOutRsts RST TCP
m the UDP

UDP UDP
udpInDatagrams UDP UDP
udpNoPorts UDP
udpInErrors UDP
udpOutDatagrams UbP
the UDP Listener table
udpTable UDPlistener
udpEntry UDPlistener
udpLocalAddress UDPlistner 1P
1P
UDPlistner 0.0.0.0

2-74  SNMP Tips



udpLocalPort UDPlistner
m the EGP
EGP EGP
EGP EGP
AS:Autonomy System(
AS
EGP )
egpInMsgs EGP
egpInErrors EGP
egpOutMsgs EGP
egpOutErrors EGP
EGP
the EGP Neighbor table
egpNeighTable Neighbor
egpNeighEntry EGPneighbor
egpNeighState EGPneighbor
EGP
EGP RFC904

idle(1)

acquisition(2)

down(3)

up(4)

cease(5)

EGPNeighbor RFC904
egpNeighAddr EGPNeighbor IP
egpNeighAs EGP

EGP
egpNeighInMsgs EGP EGP
egpNeighInErrs EGP ( EGP
egpNeighOutMsgs EGP

SNMP Tips

2-75



egpNeighOutErrs EGP
EGP
egpNeighInErrMsg EGP EGP
s
egpNeighOutErrM EGP EGP
sgs
egpNeighStateUps |EGP EGP UP
egpNeighStateDow | EGP EGP UP
ns
egpNeighIntervalH | EGP (1/100 )
ello RFC904 t1tltimer
egpNeighlntervalP |EGP (1/100 )
oll RFC904 t3timer
egpNeighMode EGP passive active
active(1)
passive(2)
egpNeighEventTri Start Stop
gger
egpNeighEventTrigger
stop
RFC904 p.8 p-10
neighbor  Start Stop
Start Idlepeer neighbor
non-Idlepeer neighbor
Stop non-Idlepeer
egpNeighEventTrigger Start
Idle
start(1)
stop(2)
additional EGP objects
egpAs EGP
m the Transmission
MIB D
MIB-2 RFC1315
RFC1643 MIB MIB

MIB
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m the SNMP

SNMP SNMP
SNMP
SNMP
SNMP
SNMP (
snmplnPkts SNMP
snmpOutPkts SNMP
SNMP
snmpInBadVersions SNMP
SNMP SNMP
snmpInBadCommunityNames | SNMP
SNMP
SNMP
snmpInBadCommunityUses SNMP
SNMP
SNMP SNMP
snmpInASNParseErrs SNMP SNMP
ASN.1
BER
snmpInTooBigs SNMP
tooBig
SNMPPDUs
snmpInNoSuchNames SNMP
noSuchName
SNMPPDUs
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421
(0K Linux  FreeBSD UNIX
UNIX
SNMP tips SNMP
Java Java
SNMPTrap Java
Java perl shell
422
Linux UNIX Web
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TCP
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Java SockStat.java
SockStat.class
% jre SockStat host or IPAddress TCP
= MIB
MIB
Web HTTP MIB 1999 Internet Draft
TCP
MIB-Object
MIB  SNMP
TRAP
TRAP
TRAP-ID SNMP tips
EXA TRAP-ID
EnterpriselD 1.3.6.1.4.1.1030
‘generic—ID ‘specific-ID ‘Name
6 [2300 lexaEventOK
6 [2301 lexaEventNG
6 |30 lexaEventOther
ASN.1
exaEventOK TRAP-TYPE
ENTERPRISE exa
VARIAVLES {29727}
DESCRIPTION
== 2300
exaEventNG TRAP-TYPE
ENTERPRISE exa
VARIAVLES {29727}
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DESCRIPTION
n= 2301

exaEventOther TRAP-TYPE

ENTERPRISE exa

VARIAVLES {22772}

DESCRIPTION
= 2302

TRAP-ID  VARIAVLES MIB-Object
HTTP TRAP  VBL
MIB MIB-2  tcpConnTable
system
IP TCP
listen VBL Object
ID
tcpConnState .
13612161311 0.0.0.0. .0.0.0.00 2(listen)
tcpConnLocalPort
136.1.2.16.131.3 00.00. 00000
VBL Object
ID
sysName .
13612115 0 host _is UNKNOWN HOST
IP TCP
closed
VBL Object

TCP

sysName

TCP
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tcpConnState |
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tcpConnLocalPort
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sysName
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sysName .
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sysName
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sysName 0 otherError
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Java
perl ] PortCheck_pl.txt
k-sh PortCheck_sh.txt
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1.36.2.1.6.13.1.1.0.0.0.0. 0.0.0.00: 2,
1.36.1.2.1.6.13.1.3.0.0.0.0. 0.0.0.00:

| 1136.12.1.150: _is UNKNOWN _HOST
1.36.2.1.6.13.1.1.0.0.0.0. 00000 1,
1.36.1.2.1.6.13.1.3.0.0.0.0. 0.0.0.00:
1.36.121.150: _is_ NoResponse

.1.3.6.1.2.1.1.5.0 : otherError

TRAP-ID

]
SNMP-TRAP
WindowsNT
]
Web , POP, SMTP

UNIX, Java, Perl, SNMP
UNIX
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A.1 PortCheck pl.txt

#1/usr/local/bin/perl

#

# PortCheck.pl

# Usage: PortCheck.pl hostoname portNumber
#

#

# Prefarence

#

#

# Java Enviroments

#

# $JAVA_HOME : jdk or jre
$JAVA _HOME = "/usr/jdk1¥.1";

# $JRE : jdk or jre
$JRE = "/usr/bin/jre";

# $AVSP : AdminCenter SNMPpackage
$AVSP = "/export/home2/SNMPpack/AdventNetSNMPv1";

# PATH : jdk jre
$PATH = "$JAVA_HOME/bin:$PATH";

# $CLASSPATH : Java CLASS SNMPpackage  CLASS

$CLASSPATH =
"¥.:/usr/javal¥.1/lib/classes¥.zip:$AVSP/classes:/export/home2/SNMPpack/AdventNetSNMPv1/applications:/export/home2/PStest/ht
tpcheck";

# $SENDTRAP : AdminCenter SNMPpackage TRAP-SENDER
# $AVSP/applications

#

$SENDTRAP = "sendtrap”;

# SRFCFILE : AdminCenter SNMPpackage MIB
$RFCFILE = "/export/home2/PStest/httpcheck/rfcl213¥_asnl";

Mar 23 10:10:34

H W H HF

$DATETIME = “date”;
chop( $DATETIME );

# SMANAGER_NAME : SNMP or IP-Address
$MANAGER_NAME = "'support";

#

if ( GARGV 1= 2 ){

die "Usage : $myName hostName portNumber ¥n" ;

}

$HOSTNAME = $ARGV[O];
$SOCKETNUM = $ARGV[1];

# Socket Check Class ENV
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$ESTRING = “$JRE -classpath $CLASSPATH SockStat $HOSTNAME $SOCKETNUM™;
chop( $ESTRING );

# print "$DATETIME : Start Portcheck¥.pl ¥n";

#

# TrapSender

#

# eventOK : .1.3.6.1.4.1.1030 2300

# eventNG - .1.3.6.1.4.1.1030 2301

# eventOtherq :.1.3.6.1.4.1.1030 2302

if( $ESTRING eq "1'"){
# 0K
$S_TRAP=2300;
$OID=""tcpConnState¥.0¥.0¥.0¥_ 0¥.". $SOCKETNUM. "¥.0¥.0¥.0¥.0¥.0 2 tcpConnLocalPort¥.0¥.0¥.0¥.0¥." . $SOCKETNUM.
"¥._0¥.0¥.0¥.0¥.0¥ . $SOCKETNUM;

} elsif( $ESTRING eq "2"){

#
$S_TRAP = 2301;
$0ID="sysName¥.0 ". $HOSTNAME. "_is UNKOWN_HOST";
$HOSTNAME = $MANAGER_NAME;
} elsif($ESTRING eq "3"){
#

$S_TRAP=2301;
$OID=""tcpConnState¥.0¥.0¥.0¥_ 0¥.". $SOCKETNUM. "¥.0¥.0¥.0¥.0¥.0 1 tcpConnLocalPort¥.0¥.0¥.0¥.0¥." . $SOCKETNUM.
"¥_0¥.0¥.0¥.0¥.0¥ . $SOCKETNUM;

} elsif($ESTRING eq "4"){

#
$S_TRAP=2301;
$0ID=""sysName¥_.0 . $HOSTNAME. "'_is_NoResponse"’;
} else {
#
$S_TRAP=2302;
$01D=""sysName¥.0 otherError";
}

# TrapSend ( SNMP Packege )

# print "$DATETIME : SendTrap for $MANAGER_NAME ¥, VBL is $0ID ¥n";

# TRAP

system "$JRE -classpath $CLASSPATH $SENDTRAP -c public -m $RFCFILE $MANAGER_NAME ¥.1¥_3¥.6¥.1¥.4¥_.1¥_1030 $HOSTNAME 6 $S_TRAP
1 $01D";

print "$DATETIME : PortCheck¥.pl Finished ¥n";
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A.2 PortCheck sh.txt

#1/bin/ksh

PortCheck.sh
Usage: PortCheck.sh hostName portNumber

HoH O H R

T+

Prefarence

H

# Java Enviroments

#

# JAVA_HOME : jdk or jre
JAVA_HOME=/usr/jdk1.1

# AVSP : Advent SNMPpackage
AVSP=/export/home2/SNMPpack/AdventNetSNMPv1

# PATH : jdk jre
PATH=$JAVA_HOME/bin:$PATH

# CLASSPATH : Java CLASS SNMPpackage  CLASS
CLASSPATH=.:/usr/javal.1/lib/classes.zip:$AVSP/classes:/export/home2/SNMPpack/AdventNetSNMPv1/applications:/export/home2/PSt
est/httpcheck

export PATH
export CLASSPATH

# TRAP SNMP or IP
MANAGER_NAME=levin

# RFCFILE : AdminCenter SNMPpackage MIB
RFCFILE=/export/home2/PStest/httpcheck/rfc1213.asnl

#

if[$# -ne 2]

then
echo "Usage : $myName hostName portNumber"
exit 1

fi

HOSTNAME=$1
SOCKETNUM=$2

# Socket Check Class ENV

ESTRING="jre SockStat $HOSTNAME $SOCKETNUM™

#

# TrapSender

# EXA-TRAP-1D

#  exaEventOK :.1.3.6.1.4.1.1030 2300
#  exaEventNG ©.1.3.6.1.4.1.1030 2301
#  exaEventOther :.1.3.6.1.4.1.1030 2302

case $ESTRING in
# OK
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"1") S_TRAP=2300
01D="tcpConnState.0.0.0.0."$SOCKETNUM".0.0.0.0.0 2 tcpConnLocalPort.0.0.0.0."$SOCKETNUM".0.0.0.0.0

$SOCKETNUM"
#
“2") S_TRAP=2301
01D="sysName.0 "$HOSTNAME"_is_UNKOWN_HOST"
HOSTNAME=$MANAGER_NAVE
#

"3") S_TRAP=2301
01D="tcpConnState.0.0.0.0."$SOCKETNUM".0.0.0.0.0 1 tcpConnLocalPort.0.0.0.0.80.0.0.0.0.0 $SOCKETNUM"

#
"4'") S_TRAP=2301
01D=""sysName.0 "$HOSTNAME"_is_UNKOWN_HOST"
#
"5") S_TRAP=2302
OID=""sysName.0 OTHER™"
esac
#
# TrapSend ( SNMP Packege )
#
# TRAP

jre sendtrap -c public -m $RFCFILE $MANAGER_NAME .1.3.6.1.4.1.1030 $HOSTNAME 6 $S_TRAP 1 $0ID

exit
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